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POSITION AUTHENTICATION SYSTEM AND 
ELECTRONIC EQUIPMENT USING THE SAME 
BACKGROUND OF THE INVENTION 
1. Field of the Invention 
5 The present invention relates to a position authentication system 

and electronic equipment using the same and particularly, to a position 
authentication system for authenticating latitude/longitude information of 
a positioning system using latitude/longitude information of GPS (Global 
Positioning System), and electronic equipment using the same. 
10 2. Description of the Related Art 

GPS (Global Positioning System) has been broadly known as one of 
methods for specifying the position of a mobile unit. In GPS, the position of 
a mobile unit on the plane can be specified by measuring the apparent 
distances from a mobile unit to each of three or more artificial satellites 
15 which transmit GPS signals (GPS satellites), and the position of the mobile 
unit in the height direction can be also specified by using four or more GPS 
satellites. 

GPS is not only used for the position specification of mobile units 
such as a car, a ship, or an air plane, but also applied to various equipment. 

20 For example, Japanese Laid-open Patent Publication No. Hei-8-240852 
discloses a camera in which position information and time information on a 
photographing position are obtained by using GPS and the information thus 
obtained is recorded along with an image on a film, and a filing device for 
filing photographic images taken by the camera. Further, Japanese Laid- 

25 open Patent Publication No. Hei-11-055741 discloses a method for obtaining 



position information by using GPS in a mobile computing terminal having a 
communication function, and registering the position information in a 
position information management center to unitarily manage the moving 
statuses of persons, vehicles, or the like every registration group. 
5 However, the conventional equipment for specifying the position 

information and the time information by using GPS has no means for 
authenticating whether the position information and the time information 
are right or not. 

Digital data (images) taken by a digital camera can be easily 

10 tampered by a computer, and thus reliability to the photographed digital 
images as evidence may be degraded (for example, accident records, 
construction records of construction works). In order to avoid this 
disadvantage, Japanese Laid-open Patent Publication No. Hei-10- 164549 
discloses an image authentication system of supplying authentication 

15 information on the identity of the photographed digital image data in such a 
style as to be integral with and inseparable from the digital image data. 

According to the conventional image authentication system, an 
image is divided into two areas (first and second areas), and authentication 
information is generated from the image data in one (first) area (hereinafter 

20 referred to as "first-area image data"). The authentication information thus 
generated is hidden into the image data in the other (second) area 
(hereinafter referred to as "second-area image data"), the second-area image 
data containing the authentication information are combined with the 
first-area image data, and then the combined image data are recorded. 

25 When the identity is authenticated, first authentication information is 



generated from the first-area image data, the authentication information 
hidden in the second-area image data (second authentication information) 
is extracted from the second-area image data, and both the authentication 
information pieces are collated with each other. If both are coincident with 
5 each other, it is judged that the image is not tampered. Therefore, 
authentication means must be provided every terminal for judging the 
identity, and thus the cost of the terminal rises up. The above-described 
conventional image authentication system does not disclose the 
authentication of position information and time information obtained by 
10 using GPS. 

SUMMARY OF THE INVENTION 
It is an object of the present invention to provide an authentication 
system which can authenticate position information and time information 
obtained by using GPS or the like, and electronic equipment using the 
15 authentication system. 

Further, it is another object of the present invention to provide an 
authentication system which can reduce the cost of the electronic 
equipment to be used. 

In order to attain the above objects, according to a first aspect of the 
20 present invention, there is provided an authentication system comprising: 
portable electronic equipment including at least a position information 
detecting-and transmitting-means for detecting current position 
information, encrypting the position information and transmitting the 
encrypted position information to the outside, and storage means for storing 
25 reception data; and a center system for receiving the position information 



transmitted from the electronic equipment, authenticating the position 
information, generating place-specifying data indicated by the position 
information thus authenticated and then performing a copy guard- 
processing on the place -specifying data, and transmitting the place- 
5 specifying data thus processed to the electronic equipment which has 
transmitted the position information, thereby storing the place-specifying 
data into the storage means of the electronic equipment. 

According to the authentication system thus constructed, the 
electronic equipment generates the current position information and 

10 transmits it to the center system. After the position information is 
authenticated in the center system, it is subjected to the copy guard- 
processing, and then returned to the electronic equipment to be stored in 
the storage means of the electronic equipment. Therefore, the position 
information which has been authenticated in the center system can be 

15 stored in the storage means of the electronic equipment. 

According to a second aspect of the present invention, there is 
provided a position authentication system comprising: an electronic 
equipment including image data-generating means for photographing a 
desired subject to generate image data, position information-detecting 

20 means for detecting current position information, transmitting means for 
encrypting and transmitting the image data and position information, and 
storage means for storing reception signals; and a center system including 
receiving means for receiving the position information and image data 
transmitted from the electronic equipment, authenticating means for 

25 authenticating whether the position information and image data thus 



received can be decoded, place specifying data- generating means for 
generating place-specifying data indicated by the authenticated position 
information, and copy guard-processing means for adding the place- 
specifying data to the image data received, subjecting the data to a copy 
5 guard-processing and transmitting the copy guard-processed data to the 
electronic equipment to store the data into the storage means of the 
electronic equipment. 

According to the position authentication system described above, 
when electronic equipment having storage means for storing image data 

10 such as a digital camera is used, the position information which has been 
authenticated in the center system can be stored in the storage means of the 
electronic equipment. 

In order to attain the above objects, according to a third aspect of the 
present invention, there is provided electronic equipment for use in a 

15 position authentication system, comprising: position information detecting- 
and transmitting-means for detecting current position information, 
encrypting the position information and then transmitting the encrypted 
position information to a center system; and storage means for receiving the 
place-specifying data which is generated on the basis of the position 

20 information decoded and subjected to a copy guard-processing by the center 
system, and transmitted from the center system, and storing the received 
data. 

According to the electronic equipment thus constructed, the position 
information which has been authenticated in the center system can be 
25 stored in the storage means of the electronic equipment. 
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BRTEF DESCRIPTION OF THE DRAWINGS 
Fig. 1 is a schematic diagram showing an embodiment of a position 
authentication system and electronic equipment used for the position 
authentication system according to the present invention; 
5 Fig. 2 is a flow chart showing the operation of Fig. 1; 

Fig. 3 is a block diagram showing the position authentication system 
and the electronic equipment used for the position authentication system; 

Fig. 4 is a block diagram showing another embodiment of the 
position authentication system and electronic equipment used for the 
10 position authentication system according to the present invention; 

Fig. 5 is a schematic diagram showing a third embodiment of the 
position authentication system and electronic equipment used for the 
position authentication system according to the present invention; 

Fig. 6 is a schematic diagram showing a fourth embodiment of the 
15 position authentication system and electronic equipment used for the 
position authentication system according to the present invention; and 

Fig. 7 is a flow chart showing the other embodiment of the position 
authentication system and electronic equipment used for the position 
authentication system according to the present invention. 
20 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

Preferred embodiments according to the present invention will be 
described hereunder with reference to the accompanying drawings. 

Fig. 1 is a schematic diagram showing the construction of an 
embodiment of a position authentication system and electronic equipment 
25 used for the position authentication system according to the present 
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invention. 

In Fig. 1, digital camera 1 has GPS receiver 2 and storage device 3. 
A digital camera is an example of portable electronic equipment used for the 
position authentication system according to this embodiment. 
5 The digital camera 1 writes photographed image data into the 

storage device 3, and at the same time it receives GPS electric wave 5 from 
the GPS receiver 2 and generates latitude/longitude information. 

The GPS receiver 2 further encrypts the latitude/longitude 
information, and transmits it as position information 6 to center system 4. 
10 The transmission method may be carried out in a wired or wireless (radio) 
mode, and it may be applied to a cellular phone network, or the like. The 
storage device 3 for storing image data also stores place-specifying data 
which is transmitted from the center system 4 while subjected to copy 
guard-processing. 

15 The center system 4 decodes the position information 6 input from 

the digital camera 1 to specify a place on the basis of the latitude/longitude 
information thus obtained and generate place-specifying data representing 
the place thus specified, subjects the place-specifying data to the copy 
guard-processing and then transmits the place-specifying data thus 

20 processed to the digital camera 1. The center system 4 has authentication 
unit 9, place specifying data base 10 and copy guard device 11 as shown in 
the block diagram of Fig. 3 described later. The authentication unit 9 
decodes the position information 6 input thereto. The place specifying data 
base 10 generates the place-specifying data on the basis of the 

25 latitude/longitude information input thereto, and outputs the place- 



specifying data thus generated. The copy guard device 11 outputs the 
place-specifying data 7 which has been subjected to the copy guard- 
processing. 

Next, the operation of this embodiment will be described with 
5 respect to the combination of the construction diagram of Fig. 1, the 
detailed block diagram of Fig. 3 and the flowchart of Fig. 2. The same 
elements as shown in Figs. 1 and 3 are represented by the same reference 
numerals. 

First, a photographing operation of taking photographs of a desired 

10 subject with digital camera 1 by a user is carried out (step 101). At this time, 
incident light from the subject which is taken from the lens of the digital 
camera 1 is converted to image data by well-known means in the digital 
camera 1 and then the image data is written into the storage device 3. 

Subsequently, the GPS receiver 2 in the digital camera 1 receives 

15 GPS electric wave transmitted from a GPS satellite group 8 at all times 
(step 102) to generate latitude/longitude information, encrypts the 
latitude/longitude information on the basis of a predetermined encrypting 
key and then transmits the encrypted latitude/longitude information as the 
position information 6 to the center system 4 (step 103). 

20 The center system 4 receives the position information 6, and decodes 

the position information 6 in the authentication unit 9 thereof. At this time, 
when the latitude/longitude information has been tampered, it cannot be 
decoded. That is, the authentication unit 9 knows the encrypting key of the 
position information 6 in advance, and thus the position information 6 can 

25 be normally decoded in accordance with the encryption of the position 
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information. Therefore, if the position information 6 can be decoded 
normally, authentication coincidence is judged. On the other hand, if the 
position information 6 cannot be decoded normally, authentication non- 
coincidence is judged (step 104). 
5 If the authentication non-coincidence is judged, the subsequent 

processing is not carried out, and the processing waits for input of next 
position information 6. If the authentication coincidence is judged, the 
latitude/longitude information 12 obtained through the decoding operation 
is input to the place specifying data base 10 from the authentication unit 9, 

10 whereby the place-specifying data 13 indicating the place (address) 
specified by the latitude/longitude 12 is output. 

The place -specifying data 13 is supplied to the copy guard device 11 
in the center system 4, and subjected to the copy guard-processing (step 
105). Thereafter, it is transmitted as copy-guarded place-specifying data 7 

15 from the center system 4 to the digital camera 1 serving as the transmission 
source by a well-known method. 

When receiving the place-specifying data 7 thus copy-guarded, the 
digital camera 1 stores the place-specifying data 7 into the storage device 3 
having photographed image data so that the place-specifying data 7 are 

20 associated with the image data concerned. If the copy-guarded place- 
specifying data 7 are about to be copied to another recording medium from 
the storage device 3, the copy recording cannot be normally performed, or 
even if information can be recorded, the information cannot be normally 
reproduced, whereby unauthorized copy can be prevented. The copy guard 

25 method itself has been well known (for example, SCMS (Serial Copy 
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Management System) or the like), and this method may be used. 

Accordingly, it is guaranteed that the image data stored in the 
storage device 3 was photographed at the place indicated by the place- 
specifying data, and it was not photographed at another place. In other 
5 words, it is guaranteed that the digital camera 1 surely existed in the place 
indicated by the place-specifying data stored in the storage device 3, and 
thus the position authentication function can be implemented. Further, the 
position authentication function is carried out by the center system 4, and 
thus the cost-up of the digital camera 1 can be suppressed to the minimum 
10 level. 

Fig. 4 is a block diagram showing another embodiment of the 
position authentication system and the electronic equipment used for the 
position authentication system according to the present invention. In Fig. 4, 
the same elements as shown in Fig. 3 are represented by the same reference 

15 numerals, and the description thereof is omitted. 

In Fig. 4, a user takes a photograph of a desired subject by using 
digital camera 15 to obtain image data, and the image data thus obtained 
are written into processor 16 of the digital camera 15. At the same time, 
GPS receiver 2 receives GPS electric wave 5 transmitted from GPS satellite 

20 group 8 at all times to generate latitude/longitude information, and inputs 
the latitude/longitude information to the processor 16. 

The processor 16 encrypts the image data and the latitude/longitude 
information corresponding to the image data on the basis of a 
predetermined encrypting key, and transmits these data to center system 20. 

25 The center system 20 receives transmission information from the digital 
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camera 15, and decodes the information by authentication unit 21 thereof. 
If the decoding is carried out normally, decoded image data 23 are supplied 
to copy guard device 22, and also supplies latitude/longitude information 12 
to place specifying data base 10. 
5 If the image data or latitude/longitude information is tampered, 

normal decoded image data or latitude/longitude information could not be 
obtained in the authentication unit 21. Therefore, the authentication unit 
21 does not supply the decoded image data 23 to the copy guard device 22. 
The copy guard device 22 in the center system 20 receives from the place 
10 specifying base 10 the place-specifying data 13 indicating the place 
(address) indicated by the latitude/longitude information 12, adds the 
place-specifying data 13 to the decoded image data 23 and subjects these 
data to the copy guard-processing. Thereafter, the center system 20 
transmits these data as copy-guarded data 24 to the digital camera 15 
15 serving as the transmission source by a well-known method. 

When receiving the above copy-guarded data 24, the digital camera 
15 stores the data 24 into the storage device 3, whereby the image data and 
the place-specifying data which are unique in the world are stored in the 
storage device 3 while they are copy-guarded. Accordingly, it is guaranteed 
20 that the image data stored in the storage device 3 was photographed at the 
place indicated by the place-specifying data, not photographed at another 
place and also not tampered. In other words, the digital camera 15 surely 
existed at the place indicated by the place-specifying data stored in the 
storage device 3, and the position authentication function can be 
25 implemented. When the image data can be normally decoded, it is 
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authenticated that the image data were surely transmitted from the digital 
camera 15. 

The present invention is not limited to the above embodiment, and 
for example when portable electronic equipment (moving terminal) is a 
5 personal computer 25 as shown in Fig. 5, there can be implemented an 
electric stamp function of recording the copy-guarded place-specifying data 
7 as information which can be obtained only at the specific space. 

Further, as shown in Fig. 6 portable electronic equipment (moving 
terminal) such as a digital camera, a personal computer or the like may be 
10 designed so that time information is obtained from the GPS electric wave 5. 
In this case, position information/time information 28 are transmitted to 
the center system 29, and the copy-guarded place/time specifying data 30 
are transmitted from the center system 29 to the terminal 27 serving as the 
transmission source, whereby the specific place and time can be 
15 authenticated. Further, as shown in Fig. 7, if the authentication result of 
the authentication unit in step 104 indicates the authentication non- 
coincidence, the GPS data may be referred to at all times by receiving the 
GPS data (step 110). 

In the above-described embodiment, the latitude/longitude 
20 information is obtained on the basis of the GPS signals from the GPS 
satellites. However, the position information may be obtained from PHS 
(Personal Handy Phone). 

As described above, according to the present invention, the 
electronic equipment generates the current position information and 
25 transmitted it to the center system. At the center system, the position 
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information is authenticated and then subjected to the copy guard- 
processing and returns it to the electronic equipment. The electronic 
equipment stores the copy-guarded data into the storage means thereof. 
Therefore, the position information authenticated by the center system can 
5 be stored in the storage means of the electronic equipment, and the position 
authentication function of indicating that the electronic equipment surely 
existed at the place indicated by the place-specifying data can be 
implemented. The position authentication function is carried out by the 
center system, so that the cost-up of the electronic equipment can be 
10 suppressed to the minimum level. 
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WHAT IS CLAIMED IS 

1. An position authentication system, comprising: 

portable electronic equipment including at least position 
information detecting-and transmitting-means for detecting current 
5 position information, encrypting the position information and transmitting 
the encrypted position information to the outside, and storage means for 
storing reception data; and 

a center system for receiving the position information 
transmitted from said electronic equipment, authenticating the position 
10 information, generating place-specifying data indicated by the position 
information thus authenticated and then performing a copy guard- 
processing on the place-specifying data, and transmitting the place- 
specifying data thus processed to said electronic equipment which has 
transmitted the position information, thereby storing the place-specifying 
15 data into said storage means of said electronic equipment. 

2. The position authentication system as claimed in claim 1, wherein said 
center system comprises an authentication unit for receiving the position 
information which is encrypted and transmitted by said electronic 
equipment, and authenticating whether the position information received 

20 can be decoded or not; a place-specifying data base for accepting the position 
information decoded by said authentication unit, and outputting place- 
specifying data representing the place indicated by the position 
information; and a copy guard device for subjecting the place-specifying 
data to the copy guard-processing and then transmitting the place- 

25 specifying data to said electronic equipment. 
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3. The position authentication system as claimed in claim 1, wherein said 
position information detecting-and transmitting-means detect the position 
information and time information, and said center system subjects to a copy 
guard-processing the signal obtained by adding the place-specifying data to 

5 the time information and transmits the copy-guarded signal to said 
electronic equipment to store the copy-guarded signal in said storage means 
of said electronic equipment. 

4. A position authentication system, comprising: 

an electronic equipment including image data- generating 
10 means for photographing a desired subject to generate image data, position 
information detecting means for detecting current position information, 
transmitting means for encrypting and transmitting the image data and 
position information, and storage means for storing reception signals; and 
a center system including receiving means for receiving the 
15 position information and image data transmitted from said electronic 
equipment, authenticating means for authenticating whether the position 
information and image data thus received can be decoded, place specifying 
data-generating means for generating place-specifying data indicated by 
the authenticated position information, and copy guard-processing means 
20 for adding the place-specifying data to the image data received, subjecting 
the data to a copy guard-processing and transmitting the copy guard- 
processed data to said electronic equipment to store the data into said 
storage means of said electronic equipment. 

5. An electronic equipment for use in a position authentication system, 
25 comprising: 
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position information detecting-and transmitting-means for 
detecting current position information, encrypting the position information 
and then transmitting the encrypted position information to a center 
system; and 

5 storage means for receiving the place -specifying data which 

is generated on the basis of the position information decoded and subjected 
to a copy guard-processing by said center system, and transmitted from said 
center system, and storing the received data. 
6. The electronic equipment as claimed in claim 5, wherein said position 
10 information detecting-and transmitting-means is a GPS receiver for 
receiving a GPS signal transmitted from a GPS satellite group to obtain 
latitude/longitude information as the position information, encrypting the 
position information and then transmitting the encrypted position 
information. 
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ABSTRACT OF THE DISCLOSURE 
In a position authentication system and electronic equipment used 
for the same, image data photographed by a digital camera 1 are written 
into storage device 3, and at the same time GPS electric wave 5 is received 
5 by GPS receiver 2 to generate latitude/longitude information. The GPS 
receiver 2 encrypts the latitude/longitude information, and transmits this 
information as position information to center system 4. The storage device 3 
stores copy-guarded place -specifying data transmitted from the center 
system 4. The center system 4 decodes the position information 6 input from 

10 the digital camera 1, and specifies the place on the basis of the 
latitude/longitude information thus obtained to generate place-specifying 
data. The place-specifying data thus generated are subjected to copy guard- 
processing and then transmitted to the digital camera 1. Accordingly, it is 
guaranteed that the image data stored in the storage device 3 was 

15 photographed at the place indicated by the place-specifying data and the 
image data was not photographed at another place. 
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(Application Serial No.) 



(m i5U (Status) 
aSfl-i**, ffJW. «fc*S*M (patended, pending abandoned) 



(Application Serial No.) 



(91 «.) (Status) 
mffifr. 5»t, Wtmtm (patended, pending abandoned) 



un. z ztzs e <o fco a ic s -3 ^ -c f? o Jt 

fzm&XX%VkZ iff C. JElCtt#l£*tt<OSti£*$:tf o 



I hereby declare that all statements made herein of my own 
knowledge are true; and further that all statements were 
made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or 
both, under Section 1001 of Title 18 of the United States 
Code and that such willful false statements may jeopardize 
the validity of the application or any patent issuing thereon. 
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Japanese Language Declaration 

flit. TISI6*f-> LX. aTWltlAJ' " " iZ POWER OF ATTORNEY: As a named inventor. I hereby 
i!f£L. 1c«i75^8l$ &i£tf ; k |fct/(- -l-K -o — appoint the following attomey(s) and/or agent(s) to 
yji/)tf ft£ft!T§itSSJK:*t'LTrr 9 c i £*f£i~"i>., prosecute this application and transact all business in the 

(KaAfi:*S.O!aa*T'4r^fB<n - t ) Patent and Trademark Office connected therewith {fist 

name and registration number} 
I hereby appoint John H. Mion. Reg. No. 18,879; Donald E. Zinn, Reg. No. 19,046; Thomas J. Macpeak, Reg. No. 19,292; 
Robert J. Seas, Jr., Reg. No. 21,092; Oarryl Mextc, Reg. No. 23,063; Robert V. Sloan, Reg. No. 22,775; Peter D. Olexy, Reg! 
No. 24,513; J. Frank Osha, Reg. No. 24,625; Waddell A. Biggart, Reg. No. 24,861; Robert G. McMorrow, Reg. No. 19,093; 
Louis Gubinsky, Reg. No. 24,835; Neil B. Siegel, Reg. No. 25,200; David J. Cushing, Reg. No. 28,703; John R. inge, Reg. No! 
26,916; Joseph J. Ruch, Jr., Reg. No. 26,577; Sheldon I. Landsman, Reg. No. 25,430; Richard C. Turner, Reg. No. 29,710; 
Howard L. Bernstein, Reg. No. 25,665; Alan J. Kasper, Reg. No. 25,426; Kenneth J. Burchfiel, Reg. No. 31,333; Gordon Kit! 
Reg. No. 30,764; Susan J. Mack, Reg. No. 30,951; Frank L. Bernstein, Reg. No. 31,484; Mark Boland, Reg. No. 32,197; William 
H. Mandir, Reg. No. 32,156; Scott M. Daniels, Reg. No. 32,562; Brian W. Hannpn, Reg. No. 32,778; Abraham J. Rosner, Reg. 
No. 33,276; Bruce E. Kramer, Reg. No. 33,725; Paul F. Neils, Reg. No. 33,102; and Brett S. Sylvester, Reg. No. 32,765, my 
attorneys to prosecute this application and to transact all business in the Patent and Trademark Office connected therewith, and 
request that all correspondence about the application be addressed to SUGHRUE, MION, ZINN, MACPEAK & SEAS, PLLC, 2100 

Pennsylvania Avenue, N.W., Washington, D.C. 20037-3202. 

SS«&H-5fc : Send Correspondence to: 

SUGHRUE, MION, ZINN, MACPEAK & SEAS 
2100 Pennsylvania Avenue, N.W., Washington, D.C. 20037 

Kii^giSJ&i'e : (^Mt^SS**) Direct Telephone Calls to: (name and telephone number) 

(202)293-7060 





Full name of sole or first inventor 
Kazuhiro YANASE 




nventor's signature /3p>P y Date July 10, 

jfivn*^ <m 2000 


mm 


Residence 

Tokyo, Japan 


s» 


Citizenship 

Japanese 




Post office address 

c/o NEC Corporation, 7-1, Shiba 




5-chome, Minato-ku, Tokyo, Japan 


(l«as-*-5*#> 


Full name of second joint inventor, if any 


nm--&m*<r>m* aw- 


Second inventor's signature Date 


t£9f 


Residence 


mm 


Citizenship 




Post office address 







{m^xnZKUfc<n#®&m&izMLX hmmtem* (Supply similar information and signature for third and 

fc-=fc0<3£&i9{*-f Sci. ) subsequent joint inventors.) 
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